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INTRODUCTION

he financial activities of the Department of State

(the Department or DOS) occur in approximately

270 locations in 180 countries. We conduct business
transactions in over 135 currencies and even more languages
and cultures. Hundreds of financial and management
professionals around the globe allocate, disburse, and account
for billions of dollars in annual appropriations, revenues,
and assets. The Department is at the forefront of Federal
Government efforts to achieve cost savings by engaging
in shared services. Indeed, the Department’s resource
management customers include 45 U.S. Government
agencies in every corner of the world, served 24 hours
a day, seven days a week. Another illustration of the
Department’s commitment to shared services is its hosting
at its Charleston, S.C. financial center of USAID’s core
financial system. This system, known as Phoenix, makes use
of the same commercial off-the-shelf (COTS) software as
the Department’s core system, thereby promoting smooth
interaction between the two agencies.

The Department’s financial management efforts are
guided by three overarching goals: delivering world-

class financial services and systems to our customers
effectively and efficiently; establishing and administering
an accountable, transparent, and prudent rigorous internal
control, compliance and financial reporting environment;
and facilitating inter-agency coordination and liaison
activities that support Department operations.

The nonprofit independent firm that conducts the
Department’s annual survey of overseas users of financial
operations and systems is one of the leading proponents

of benchmarking and best practices in business research.

The firm noted that the Department’s Bureau of the
Comptroller and Global Financial Services (CGFS) set

its overall performance target for customer satisfaction at

80 percent for all services, a goal considerably higher than
what many Government agencies and private sector financial

institutions achieve. Not only has CGEFS set such high
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goals, it has consistently surpassed these marks for overall
satisfaction and satisfaction with the majority of its individual
systems. This past year for the first time, all nine financial
systems received a satisfaction rating of 80 or higher from
overseas users. Such scores exceed benchmark averages from
financial services customers of 64 for Federal Government
agencies and 75 for private sector providers. CGFS viewed
this improvement as particularly meaningful as it was

driven by an increase in both the response rate and average

satisfaction scores provided by financial management officers.

Continued standardization and consolidation of financial
activities and leveraging investments in financial systems to
improve our financial business processes will lead to greater
efliciencies and effectiveness. This change is not always easy
with the decentralized post-level financial services model
that exists for the Department’s worldwide operations.

In addition, over the next several years, we will need to
leverage upgrades in our core financial system software,
locally employed (LE) staff and American payroll and

time and attendance (T&A) deployments, and integration
with other Department corporate systems to improve our
processes in ways that better support financial operations.
Besides seeking greater linkages within our systems, we also
are secking additional opportunities to improve our shared
service efficiencies in ways that help us serve our customer

agencies and so lower overall costs to the U.S. Government.

We have made significant progress in modernizing and
consolidating Department resource management systems.

In response to cybersecurity concerns, our development
efforts in all lines of business increasingly emphasize the need
to reduce vulnerabilities within systems and to be mindful of
potential threats to unauthorized access and to the integrity
of data within our systems. This focus seeks to protect both
the Department and its employees. For example, all of our
systems were brought into compliance with data-at-rest
encryption requirements during 2017. CGFS’ financial
systems development activities are now operated under
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